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NHO®OPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIIUXCSA JJIAA PASMEIHIEHUSA
HA OOUIIHUAJBHBIX HHTEPHET-PECYPCAX

C KaXIbIM TOJAOM MOJOJICKU B HMHTCPHETE CTAaHOBUTHCS OOJbINE, a
IIKOJILHUKU OJTHM M3 CaMbBIX aKTHUBHBIX IOJb3oBaTened PyHera. Mexmy Tew,
IIOMHMO OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U IMPOOJIEMBI.
Ota maMsITKa T0JDKHA TTOMOYb Tebe 0€301acHO HaXOAUTHCS B CETH.

KoMIbproTepHbBIE BUPYCHI

KoMITBIOTEpHBIN BHUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IMPOTpPaMM,
OTJIUYUTENIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS CIOCOOHOCTh K PAa3MHOKEHHUIO.
B nononHenue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTH HIIM MOJHOCTHIO YHUUTOXXHUTh
Bce (pailyibl U TaHHbIE, TTOJIKOHTPOJIBLHBIE MOJI30BATEINI0, OT UMEHU KOTOPOTO ObLIa
3amylieHa 3apakeHHasi mporpaMma, a Takke MOBPEIUTh WM JaKe YHUUTOXHUTh
OTIEpallMOHHYI0 CHCTEMY CO BceMH (haitiaMu B 11esioM. B OONBIIMHCTBE Cly4yaeB
PacCIpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTobl 3alUThI OT BPEIOHOCHBIX MPOTPAMM:

1. Hcnonb3yil COBpEeMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HWMEIOIIUE
CEPbE3HBIN YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX MPOTPaMM;

2. [locTossHHO ycTaHaBnWBaiW moOYTH (IUGPOBBIC 3aIlIaTKUA, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCA C IEIbI0 JOPAOOTKH TPOTPaMMbI) U IPyTHE
OOHOBJIEHUSI CBOEW omnepanMoHHOW cuctembl. CkauWBail WX TOJBKO C
opurmanpHOoro  caiita  paspaborunka OC. Ecmm cymecTByeT — pexum
aBTOMATHUYECKOTO OOHOBJICHMUS, BKIIOUH €T0;

3. PaGoTaif Ha cBOeM KOMIIBIOTEpE MO MpaBaMH TOJB30BATENs, a HE
aAMUHUCTpATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX TMPOrPaMM
WHCTAJUTMPOBATHCS HA TBOEM TMEPCOHATEHOM KOMIIBIOTEPE;

4, Hcnonp3yil aHTUBHUPYCHBIE TMPOTPAMMHBIC TPOMYKTHI HW3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMATHUYECKUM OOHOBJIICHUEM 0a3;

5. Orpannyb (QU3HUECKHA JOCTYNl K KOMMOBIOTEPY JUIsI MMOCTOPOHHUX
AL



6. Hcnonb3yil BHEIIHME HOCUTENW HH(POPMALMM, TaKhe Kak (amika,
JUCK WK (paiiil U3 UHTEPHETA, TOJbKO U3 MPOBEPEHHBIX UICTOYHUKOB,;

7. He oTkpeiBaii KOMIbIOTEPHBIE (Pailiibl, MOJYYEHHbIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpble MpUcan TBOM 3HaKOMBIN. Jlyumie yTouHu
y HEro, OTIPABJISUI JIU OH Te0e uX.

Cetu WI-FI

Wi-Fi - 310 He BUJ niepe1aun TaHHBIX, HE TEXHOJIOTHsI, & BCETO JIUIIb OpPEHI,
Mapka. Eme B 1991 romy HumepnaHjackas KOMIIAHMsI 3aperucTpUpoBalia OpeH[I
"WECA", uro o6o3naugano cinoBocoueranue "Wireless Fidelity", xkoropsrii
NEePEeBOJUTCS Kak "0ecrpoBOIHAs TOUHOCTD'.

Jlo Hairero BpeMeHH jouuia ipyras ab0peBuaTypa, KOTopas sIBISETCS TaKOU
ke TexHosorueil. Dto abOpeuarypa "WIi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HaMEKOM Ha CTaHJapT BhICIICH 3ByKoBoU TexHUKHU Hi-Fi, 4to B mepeBoae o3HauaeT
"BBICOKasi TOUHOCTB".

Ja, OGecryiaTHBIM UHTEPHET-I0CTYI B Kade, OTeNIX U a’dpornopTax sBISETCS
OTJIMYHONW BO3MOKHOCTBIO BBIXOJIa B MHTEepHET. HO MHOrMe 3KCHepThl CUUTAIOT,
yro obmenoctyndbie Wi-Fi cetu He SBISIOTCS 0€30IacHBIMHU.

Cogerbl 110 Oe30macHOCTH paboThl B 00mIen0cTynHbIX ceTsix Wi-fi:

1. He nepenaBail cBoro Ju4HYI0 HMH(GOPMALMIO 4Yepe3 OOIIEeTOCTYIHbIE
Wi-Fi cetn. PaGorast B HUX, jKenaTeIbHO HE BBOJHUTH IAPOJIH JOCTYIA, JIOTHHBI U
KaKHETO HOMEDPA;

2. Hcnonp3yil u 0OOHOBIISI aHTUBUPYCHBIE IIPOrpaMMBbl U OpaHaMayep.
Tem cambIM TbI 0Oe30macuib ce0s OT 3aKaUKH BUPYyca Ha TBOE YCTPOMCTBO;

3. [Tpu ucronp3oBannu Wi-Fi otkmoun yuknuo "OOmuid 10CTyn K
¢aitiaMm u npuntepam". [laHHas (yHKIUS 3aKpbiTa MO YMOJYAaHHIO, OJHAKO
HEKOTOpbIE M0JIb30BATEIN aKTUBUPYIOT €€ JJIsl y100CTBa UCIIOIb30BaHUs B paboTe

Wi yueoe;

4, He ucnons3yit my6muunsiii WI-FI mis mepenayu JTUYHBIX JaHHBIX,
HampuMep IS BBIX0Ja B COLIMATBHBIC CETH WJIM B DJICKTPOHHYIO TIOUTY;

o. Hcnonp3yit TonbKo 3amuiieHHoe coeauHenune yepes HTTPS, a ne
HTTP,

T.C. Ipu Habope BeO-aapeca BBoau umeHHo "https://";

6. B mo6wisHOM Tenedone otkimtoun pynknuto "lonkmrouenue k Wi-Fi
apromarnuecku". He momyckail aBTOMaTHYECKOTO MOIKIIOUYEHUSI YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConmanabHbIe CETH

ComnmanpHble CETH aKTUBHO BXOJSAT B HAIy )KW3Hb, MHOTHE JTIOJIM PA0OTaIOT
1 JKUBYT TaM IOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MUJLIIHAP/] YCIOBEK,
YTO SABJISICTCA OJTHOM CEAbMOWM BCEX JKUTEJIEH IUIaHEeThl. MHOIME MOJIb30BaTEIN HE



MOHUMAIOT, YTO MH(OpMAIMs, pa3MElIEHHAas] MU B COLIMAIIBHBIX CETSAX, MOXKET
ObITh HaliJleHa W WUCIOJIb30BaHA K€M YIOJHO, B TOM YHCIE HE 00A3aTENbHO C
0JIaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO OE30MACHOCTH B COLUATBHBIX CETAX:

1. Orpanuyb CHUCOK JApy3ei. Y TeOs B JIpy3bsAX HE JOKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJEH;

2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail mapoiu, TenedoHsl,
aapeca, JaTy TBOEro pOXIEHUA M JPYryl0 JUYHYIO  HMHGPOPMALHMIO.
37I0yMBINIJIEHHUKHA MOTYT UCIIOIh30BaTh Jake HH(OOPMAIIMIO O TOM, KaK Thl U TBOU
POUTEIN TIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumai CBOIO permyTaluio - JAep>KUM €€ B YUCTOTe W 3ajaBail cebe
BOMPOC: XOTeN Obl Thl, YTOOKI JIPYTUe MOJb30BATENIM BUIEIH, UTO Thl 3arpy>Kaeib?
[Togymaii, mpesxJie 4eM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4, Ecnu 1B TOBOpHUIIIB C JIFOABMU, KOTOPBIX HE 3HACIIb, HE HCIOIB3YH
CBOE peajilbHOE UMS U JIPYTyI0 JIMYHYI0O HUH(DOpMAIMU: UMS, MECTO KHUTEJIbCTBA,
MeCTO y4eObl U Ipoyee;

S. N3Gerait pazmenienus: Gororpaduii B InTepuere, rae ol 1300paxeH
Ha MECTHOCTH, 10 KOTOPOW MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COIUATBHOM CETH HEOOXOAMMO HUCIOJIb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIINE U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHEe
8;

7. Jist couuanbHOM CeTH, TOYThl M JPYTUX CaWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble mapoiiu. Torna eciu TeOsi B3IOMAIOT, TO 3J0YMBIIIJICHHUKH
NoJIy4aT JOCTYII TOJIbKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBIU

DNEeKTPOHHBIE JICHBIM - ATO OYCHb YMOOHBIH CIOCOO IIaTeXel, OIHAKO
CYILIECTBYIOT MOUIEHHUKHU, KOTOPBIE XOTSAT MOJIYYUTh 3TU JICHBI .

DNEKTPOHHBIE IEHbI'M MOSIBUIIMCH COBCEM HEJABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX FOCYIapCTBax /10 CUX MOP HE MPOIMHUCAHO MPO HUX B 3AKOHAX.

B Poccun ke oHn QyHKIMOHUPYIOT M O HUX YK€ MPOIMHUCAHO B 3aKOHE, TIE
UX pa3eiisilOT Ha HECKOJbKO BUIOB - AHOHUMHBIE M HE aHOHHMMHBbIE. Pa3zHuia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercsi NpoBOAUTh Onepanuu 6e3
UACHTU(UKAIIMY TTOJIH30BATENSI, & B HCAHOHUMHBIX MICHTH(PUKAIINS TTOJIH30BATEIIS
SABJISIETCS 0053aTENBHOM.

Taxxe crnemyer pa3nuyaTh OJJIEKTPOHHBIE (HUATHBIE JCHBIU (PaBHBI
rOCYJapCTBEHHBIM BaJll0TaM) U JJIEKTPOHHbIE He(uaTHbIE JEHbIM (HE pPaBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 O€30MaCHON pabOTE C IEKTPOHHBIMU JICHbIAMMU:



1. [IpuBsiku K cuery MOOWIbHBIM TenepoH. DTO camblid YAOOHBIN U
OBICTpPBIN CcMOCOO BOCCTAHOBUTH JAOCTYNn K cueTy. [lpuBsizannbiii TenedoH
MIOMOKET, €ciau 3a0ynellb CBOM IJIATEKHBIA MApoJib WM 3aiiielllb Ha CailT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. Hcnone3yit omHopaszoBbie maposd. [locne mepexoma Ha yCHIEHHYHO
aBTopu3aluio Tebe yke He OyAeT yrpoKaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEKHOTO MapoJIs;

3. Bri6epu cioxublil nmapoib. [Ipectynnukam OyaeT He IPOCTO yraaaTh
CJIOHBIN napoiab. HanexxHble maposid - 3T0 napoiu, KOTOpPhIE COAEpKaT HE MEHEE
8 3HAKOB W BKJIOYAIOT B ceO0sl CTPOYHbIE W TNPONUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CMMBOJIOB, TaKMe KakK 3HaK Jloiuiapa, pyHTa, BOCKIMLIATEIbHBIA 3HAK U
T.I1.

Hanpumep, $tROng!;;

4, He BBOIM CBOM JIMYHBIE TaHHBIE HAa CaliTax, KOTOPHIM HE JIOBEPSIEIIb.

DJIEKTpOHHAsI TTo4Ta

DNEeKTpOHHAs MOoYTa - 3TO TEXHOJOTHS M MPENOCTAaBISIEMbIE €10 YCIYyTH I10
NEPECHUIKE U MOTYYEHUIO AIEKTPOHHBIX COOOIIEHUHN, KOTOPbIE PACTIPEEISIOTCS B
KOMIBIOTEpHON ceTh. OOBIYHO BJIEKTPOHHBIA TOYTOBBIM AWK  BBITJISAUT
cleyronmM o0pa3oM: UMsI_TOJIb30BaTeNs (@uMs_TIoMeHa. Takxke Kpome nepeaadu
IIPOCTOTO TEKCTa, UMEETCSI BOBMOXHOCTh IepeiaBaTh (Haisbl.

OcHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hano BeIOpaTh NpaBWIBHBIMN MMOYTOBBINM CepBUC. B mHTEpHETE ecTh
OTPOMHBIN BBIOOP OECTIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIEe JOBEPSThH TEM,
KOT'O 3HACIIb U KTO MEPBBIA B PEUTHHIE;

2. He yxa3piBaii B nuuHOM modte aU4YHYI HH(popmamnuio. Hampumep,
nydiie BeIOpaTh "My3bIkanbHBINA (haHaT@" nau "pok2013" BMecTo "Temal3";

3. Hcnonp3yi IBYX3TalHYI0 aBTOPU3ALMIO. DTO KOTJla MOMHMO HapoJis
HY>KHO BBOJUTH KOJI, MPpUChUTaeMbIil 10 SMS;

4, Bri6epu cnoxxubIi apodib. [[j1si Ka)Ka0ro moYTOBOTO SIIHUKA JOTHKEH
OBITH CBOI HA/ICKHBIHN, YCTOMYMBBINA K B3JIOMY MApOJIb;

o. Ecnu ecTb BO3MOXKHOCTh HAalMCaTh CaAMOMY CBOM JIMYHBIA BOIPOC,
HCMOJIb3YH 3TY BO3MOKHOCTB;

6. Hcnonb3yli HECKOJIBKO MOYTOBBIX SIIMKOB. I[lepBbI 1y 4yacTHOU
MEPENUCKU C aJpecaTaMu, KOTOPbIM Thl JOBEpsEIIb. DTO 3JEKTPOHHBIN aJpec He
HAJI0 UCTIOIH30BATh IPH PETUCTpaliy Ha (hOopyMax M caTax;

1. He oTtkpreiBaii aitnel u qpyrue BIOKEHHS B MHChMaX, TaKe €CIIU OHU
MPUIIUIK OT TBOUX Jpy3el. Jlyuine yTouHU y HUX, OTHPABISUIM JIU OHU TeOE 3TU
dbailibl;



8. [locne oxkoHuaHus pabOThl Ha MOYTOBOM CEpPBUCE NEPEN 3aKPHITUEM
BKJIaJIKH C CaiTOM He 3a0y/ib HaxaTh Ha "Beriitu".

KubepOymuHr nin BUPTyaibHOE U3A€BATEIBCTBO

KubepOymnmuar -  mpecineqoBaHue — COOOIICHUSIMHU,  COJEPIKAUUMHU
OCKOpOJIeHMS, arpeccuto, 3aIyruBaHUE; XYJIUTaHCTBO; COLIMATILHOE
OOMKOTHPOBAHHUE C MOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O OOpHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 060ii. Jlyumuii crocoO: MOCOBETOBAaTHCS Kak ceos
BECTU M, €CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHayajie YCIHOKOHUTHCS.
Ecnu Tl HauHenb OTBeYaTh OCKOPOJEHUSIMU HAa OCKOPOJIEHHS, TO TOJIBKO €Ille
00JIbIIIE pPa30AKeIb KOH(IIHUKT;

2. VYnpasisii cBoeil kubeppenyTraiuei;

3. AHOHUMHOCTH B ceTd MHMMasi. CylIecTBYIOT CIOCOOBI BBISICHUTh, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4, He ctout Bectn Xynuranckuit o0pa3 BUPTyadbHOH Xu3HU. VIHTEpHET
¢ukcupyer Bce TBOM JEHCTBUSA W COXpaHAET UX. YJaIUTh UX OyIeT KpaiiHe

3aTPyIHUTEIBHO;
S. Coburoail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;
6. Urnopupyii enuHuuHbIii HeraTuB. OIHOpPA30BbIE OCKOPOUTENbHBIE

cooOmIeHusT Jydiie WrHopupoBath. OOBIYHO arpeccusi MpekpamiaeTcss Ha
HaYyaJlbHOU CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH,
B COIIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKH COOOIIEHUH C
ONpENIENICHHBIX aIPECOB;

8. Ecmu 1B cBumerens kubepOyiiuHra. TBOW ACHCTBUS: BBICTYNHTH
OpPOTUB TMpEcieoBaTeNsd, I0Ka3aTb €My, UYTO €ro JACHCTBUS OLEHUBAIOTCS
HETaTUBHO, MOJAJAEpPKaTh XKEPTBY, KOTOPOW HYKHA MCUXOJOTHMYECKas MOMOIUIb,
COOOMINTH B3POCIBIM O (DaKTE arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHBIN TenedoH

CoBpemenHbie cMapT(OHBI U MJIAHIIETH COACPKAT B ce0e BIIOJTHE B3POCIBIN
GyHKIIMOHAJI, W Temepb OHM MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OJIHAKO, CPEJICTB 3aLIUTHI JIs MOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TectupoBaHMe U TIOMCK YSA3BUMOCTEM B HHUX MPOUCXOAUT HE TaK
MHTEHCUBHO, Kak Jy1s 1K, To e camoe kacaeTcsi 1 MOOUIIbHBIX MPUITOKEHHU.

CoBpeMmeHHbIE  MOOWIIbHBIE  Opay3epbl YK€ MPAKTUYECKU JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJIHAKO paclIupeHne (QYyHKIIMOHANA BIeYeT 3a CcoOou
OOJIBIIYIO CIIO)KHOCTH U MEHBIIIYIO 3aITUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENIN BBIMYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIIKE
KPUTUYECKHUE YS3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.



OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TeledoHa:

Huuero He siBisieTcst mo-HacTosmeMy OecrulaTHbIM. Bynp ocTOpokeH, Beab
Korja Tebe mpenjaratoT OEeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKpBITHI
KAKUETO IJIATHBIE YCIYTH;

Hymaii, npexxae uem otnpaButbh SMS, ¢oto nau Buaeo. Tol TOUHO 3HAEIIb,
r7ie OHU OYJIyT B KOHEUHOM UTOTE?

Heo6xo011uMo 00HOBISATE ONIEPAIIMOHHYIO CUCTEMY TBOET0 cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1sI MOOMIIBHBIX TeJIe(POHOB;

He 3arpyxaii mpuioxeHusi OT HEM3BECTHOIO HWCTOYHMKA, BEAb OHU MOTYT
coJiepKaTh BPeIOHOCHOE MTPOrpaMMHOE 00ECIIeYeHHE;

[locne Toro xak Thl BBIMJEIIL C caiiTa, IJie BBOJIWJ JUYHYIO MH(POpPMALHIO,
3aiiId B HACTPOWKH Opay3epa u yaainu CooKies;

[lepronuuecku mpoBepsid, Kakue TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBoii HOMEp MOOWJIBHOTO TeiaedoHa TOJIBKO JIOASM, KOTOPBIX ThI
3HACIlIb U KOMY JIOBEpSIEIIb;

Bluetooth nomkeH ObITH BBIKIIOYECH, KOTJA Thl UM HE MOJb3yemibcs. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpst

CoBpeMeHHBIE  OHJIAMH-UTPBl - OTO  KPACOUHBIE, 3aXBaTHIBAIOIIHE
pa3BiieyeHus, OOBEAMHSIONIME COTHHU THICSY YEIOBEK MO Bcemy Mmupy. Urpokwu
UCCJIEYIOT JTaHHBIH UM MUp, OOUIAIOTCS IPYr C APYTOM, BBIIOJHSIOT 3aJaHMs,
CPaKaIOTCSI ¢ MOHCTPAMH M TIOJIYYalOT OMBIT. 32 YJIOBOJBCTBUE OHM IUIATSAT:
MOKYTAIOT JAUCK, OTUIAYMBAIOT a00OHEMEHT HJIM MIPUOOPETAIOT KAKUE-TO OIIIUH.

Bce a1u cpeacTBa uayT Ha MOAAEpKAHUE U PA3BUTHE UTPHI, @ TAKKE HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIUMHU, BBIITYCKAIOTCS HOBBIC
naTuu (LUQPPOBBIE 3aIIaTKU AJIs IPOrPaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoGHBIX urpax CTOMT oOmacatbCci HE CTOJNBKO CBOUX COIEPHHUKOB,
CKOJIBKO KpaXXM TBOErO IapoJid, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPHU3ALUU
OOJBIIMHCTBA UTP.

OcCHOBHbIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecnu gpyroil urpok Bemer ceOsl IJIOXO WM CO3/1aeT Tebe
HEIMPUSATHOCTHU, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxanmylicss agMUHUCTpaTOpaM HWIPbl Ha IUIOXO€ IOBEICHUE
ATOTO WUIPOKa, >KENATENbHO MPUIOKHUTH KAaKHE-TO JOKa3aTeIbCTBA B BHJIE
CKpHUHOB;

3. He yka3biBaii muunyio uHpopmaluio B mpodaiiie urpsol;

4, VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoduImaabHbIe TATYU U MOJIBI,



6. Hcnonb3yl CiI0)KHBIE U pa3HbIE MaPOJIH;
7. Jla>xxe BO Bpems UIPbl HE CTOUT OTKIIOYATh aHTUBUpPYC. IToxa

TBI UTPAEIIb, TBOW KOMIIBIOTEP MOTYT 3apa3HTh.

OUIIMHT WM KpaXka JTNIHBIX JaHHBIX

OObIYHON Kpaskel JeHer W JOKYMEHTOB CEroJHs YK€ HHUKOTO HE YAWBHIIb,
HO C PAa3BUTHEM WHTEPHET-TEXHOJIOTUN 3JOYMBIIUICHHUKH TEePEeMECTUINChH B
MHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCA "MI0OUMBIM" 1€JIOM.

Tak mosiBUIach HOBas yrpo3a: HWHTEPHET-MOIICHHUYECTBA WM (DUIITUHT,
rJIaBHAs IeJh KOTOPOTO COCTOWT B TOJNYyYEHUH KOH(MUICHIMATBHBIX JaHHBIX
HoJIb30BaTeNIel - JJOTHHOB W mapojieii. Ha anrnumiickom si3wike phishing unrtaercs
kak umuar (ot fishing - peiOHas oBsst, password - mapois).

OcHOBHBIE COBETHI IO 0OpbOE € (PUITUHTOM:

1. Cnenu 3a cBoWM akkayHTOM. Ecimu Thl TOq03peBaeiib, YTO TBOS
aHKkeTa ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUpOBaTH €€ W COOOIIUTH
aJIMHHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2. Hcnonw3yit Oe3omacHbie BeO-CaThl, B TOM 4HCIE, HHTEPHET-
Mara3mHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonp3yil cioxHble U pa3Hble Mapoiu. TakuM oOpa3oM, eciu Teds
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKHM MOJydYaT IOCTYH TOJIBKO K OJHOMY TBOEMY
npo¢uIIo B CETH, a HE KO BCEM;

4, Ecnu TeOs B310Maiu, TO HEOOXOAMMO MPEAyNpPeIuTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE J00aBIEHbI Y T€Os B IPY3bsiX, O TOM, YTO TeOs B3JIOMAJH H,
BO3MO’KHO, OT TBOETO UMEHHU OyJI€T pacchblIaThCs CllaM U CChUIKM Ha (DUILIMHTOBbIE

CaAMNTHI;

o. YcranoBu Haaexubii naponb (PIN) Ha MoOubHBIN TenedoH;

6. OTkIIFOYM cOXpaHEHHe mapoJisi B Opaysepe;

1. He otkpsiBaii aiinbl u qpyrue BIOKEHHUS B TUChMaX, JaKe €CJIM OHU
MPUIILIA OT TBOUX Apy3el. Jlydine yTouHU y HUX, OTHPABISIN JTU OHU TeOe 3TU
(aitnbl.

[udposas penyranus

[Mudposass pemyrarus - 3TO HETaTUBHAs WU TMO3WTHMBHAs WHGOpMAIUS B
cetn o tebe. Kommpomerupyromas uHopmarus, pa3MelieHHas B HHTEPHETE,
MOXXET CEphE3HBIM 00pa3oM OTPa3uThCA Ha TBoeW peanbHOU ku3HU. "lludposas
penytanus" - 3TO TBOW UMUK, KOTOPBIi opMupyetcst u3 nHPopManuu o Tede B
HUHTEpHETE.

TBoe MecTo JKWUTENBCTBA, Y4eOBbl, TBOE€ (DMHAHCOBOE TIOJOKEHHE,
O0COOCHHOCTHU XapaKTepa U paccKasbl O OJIU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue mnoApOCTKU JErKOMBICIEHHO OTHOCSTCS K NyOJNMKanuu JUYHOU
nHpopmanuu B MHTEpHETE, HE TOHMMAs BO3MOXXHBIX TMOCIEACTBUN. ThI Ja)ke He



CMOJKEIlb OraJaThCs 0 TOM, 4TO (oTorpadusi, pasmenieHHas 5 JeT Ha3aj, cTaia
MPUYMHOM OTKa3a MPUHATH TeOs Ha padoTy.

KomMmmenTtapuu, pasmenienue tBoux ¢ortorpaduil U Apyrue JeHCTBUS MOTYT
HE HMCYE3HYTh Jaxe IMOCJe TOro, Kak Thl MX yAalulb. Thl HE 3HaeUlb, KTO
COXpaHWJI 3Ty uUH(POpPMAIMIO, ToMaja JU OHAa B TIOMCKOBBIE CHUCTEMBI U
COXpaHWJIACh JM OHA, a TJIABHOE: YTO MOAyMaloT O TeOe OKpYXKalollue JIOAH,
KOTOpbI€ HAaWAYT U YyBUAAT 3T0. HailTh MHpOpMAaLMI0 MHOTO JIET CIYCTS CMOMKET
J000M - Kak U3 J00PbIX MOOYXKACHUM, TAK U C HAMEPEHUEM MPUUUHUTH Bpea. ITO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3a1uTe HU(POBOI pernmyTanuu:

1. [lonymaii, mpexae 4em 4To-TO MyOJIMKOBaTh U MepeaaBath y ce0s B
0Jiore UK B COLIMAJIBHOM CeTH;

2. B nactpoiikax npo¢uis yCTaHOBU OIpaHUYEHUSI HA TPOCMOTP TBOETO
PO IS U €ro COAEPKUMOTO, Ceai ero ToJIbKO "Iys apy3ei';

3. He pasmemiait 1 He ykasbiBail MHQOpMaIIMIO, KOTOpask MOXKET KOro-
MO0 OCKOPOJISATH WU OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBbIE IIKOJBHUKH - aKTHUBHBIE TMOJb30BaTEIU  IUPPOBOrO
npoctpancTBa. OJHAKO [ajeKko HE BCE 3HAIOT, YTO IIOJ30BAHME MHOTHUMU
BO3MOXXHOCTAMH  IudpoBOro  Mupa TpeOyeT  coONoleHHs TpaB  Ha
UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyallbHas COOCTBEHHOCThH" OTHOCUTCS K Pa3IMYHBIM
TBOPCHHSIM YEJIOBEYECKOTO YMa, HA4YMHAs C HOBBIX H300pPETEHH U 3HAKOB,
0003HayaroMMX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHUYMBAsl KHUTAMH,
dboTorpadusiMu, KHHOPUIBMAMH B MYy3bIKaJIbHBIMU ITPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha
MIPOU3BEICHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYIMAIOT B
KauecTBE TapaHTUHU TOTO, YTO WHTEIUICKTYaJIbHBIN/TBOPUECKHUI TPyH aBTOpa HE
OyZeT HampacHbIM, JacT €My CIIpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTaTax CBOETO TpyJAa, MOJIYYUTh W3BECTHOCTh W Npu3HaHue. Hukro 0Oe3
paspelieHuss  aBTopa HE  MOXET  BOCIPOM3BOAMTH €r0  INPOU3BEICHUE,
pacrpoCTpaHsITh, MYOJIMYHO JEMOHCTPUPOBATh, MPOAABaTh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HWCIONHATH, MOKA3bIBATH/MCTIONHATh B dPUPE WIH
pasmemars B IHTEpHETE.

Hcnonp3oBanue '"mupaTckoro" MpPOTrpaMMHOTO  OOECIEYEHHS  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT MOTEpPU JAHHBIX K TBOUM akKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOMICTBA, I'Jl€ YCTaHOBJIEHA HelleraibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JETaJbHbIE U OECIUIATHBIE MPOTrPaAMMBI,
KOTOpBIE MOKHO HAalTH B CETH.



O noprane

CeteBu4oK.pd - TBOU IJIaBHBIA COBETYUK B CETHU. 3JE€Ch Thl MOXKEIIh Y3HATh
0 0€30MacHOCTH B CETH MOHSTHBIM U JOCTYIIHBIM SI3bIKOM, a MPU BOSHUKHOBEHUHU
KPUTUYECKON CHUTyalliu OOpaTUTHCS 3a COBETOM. A TakXe MPUHSITHL y4yacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBLIM I'pakTaHUHOM !



